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DEREHAM CHURCH INFANT AND NURSERY SCHOOL
Online safety policy 
July 2020

· In today’s society, children, young people and adults interact with technologies such as mobile phones, games consoles and the Internet on a daily basis and experience a wide range of opportunities, attitudes and situations. The exchange of ideas, social interaction and learning opportunities involved are greatly beneficial to all, but can occasionally place children, young people and adults in danger. 

· Online safety covers issues relating to children and young people as well as adults and their safe use of the Internet, mobile phones and other electronic communications technologies, both in and out of school. It includes education for all members of the school community on risks and responsibilities and is part of the ‘duty of care’ which applies to everyone working with children.

Why is internet use important?

The Internet is an essential element in 21st century life for education, business and social interaction. The school has a duty to provide students with quality internet access as part of their learning experience. Internet use is a part of the curriculum and a necessary tool for staff and pupils. Some of the benefits of Internet that will enhance learning include: 
· Educational and cultural exchanges between pupils worldwide. 

· Vocational, social and leisure use in libraries, clubs and at home.
· Access to experts in many fields for pupils and staff.
· Professional development for staff through access to national developments. 

· Educational materials and effective curriculum practice. 

· Collaboration across networks of schools, support services and professional associations.
·  Improved access to technical support including remote management of networks and automatic system updates.
· Access to learning wherever and whenever convenient.

· Enabling children to obtain a rich variety of resources from around the globe to enhance their studies as they research information from museums, libraries, educational organisations and a range of other suitable websites.  

How will e-mail be managed ensuring safety for pupils? 
· Pupils do not have individual e-mail addresses. 
· Parents email only work, no photographs of children, to staff ‘nsix’ email address to share work from home. 
How will e-mail be managed ensuring safety for staff?
· Only LA approved e-mail accounts can be used on the school system. 
· LA e-mail accounts are used for professional purposes only, personal e-mails should be through a separate account and used outside of school.  
· Anonymous e-mail addresses are used, for example head@, office@.
· Only LA approved e-mail addresses will be shared with parents. 
 How should our school website content be managed?

· The point of contact on the website should be the school address, school e-mail and telephone number. Staff or pupils’ home information will not be published. 
· Pupils’ full names will not be used anywhere on the website, particularly in association with photographs. 
· Written permission from parents or carers will be sought on entry to our school.
· Photographs of pupils and staff will only be displayed on the website where permission has been granted.
       How will internet access be authorised?
· Staff must read and sign the staff ICT Code of Conduct before access is granted.

· Parents/carers must read and sign the agreement form and their child must have signed the ICT Code of Conduct before access is granted. 

· The school will keep a record of all staff and pupils who are granted internet access.
· When they are given access to the Internet pupils will be supervised and when appropriate directed towards specific curriculum activities and suitable websites approved by a member of staff.
    How will pupil online safety be taught?
· Pupils will discuss how to keep safe online before using the Internet.

· During PSHE sessions pupils will discuss how to stay safe, this will include online safety. 
· School assemblies will cover and feature the importance of online safety. These will be delivered half termly by the Computing lead. 
  How will risks be assessed and incidents managed? 
· Access to the Internet comes through Norfolk County Council Schools preferred provider (Updata) making filtered content available in schools.
· Support is actively sought from other agencies as needed (i.e. the LA, UK Safer Internet Centre helpline, CEOP, Police, Internet Watch Foundation) in dealing with online safety issues. 
· If staff or pupils discover unsuitable sites, the URL (address) and content must be reported to the Internet Service Provider, the LA and the Internet Watch Foundation (if appropriate) via the Headteacher.
· The police will be contacted if one of our staff or pupils receives online communication that we consider is particularly disturbing or breaks the law.
· In common with other media such as magazines, books and video, some material available via the Internet is unsuitable for pupils. The school will take all reasonable precautions to ensure that users access only appropriate material. However, due to the international scale and linked nature of internet content, it is not possible to guarantee that unsuitable material will never appear on a school computer. On the rare occasion of this happening the parents/carers would be informed immediately.
 How will staff be made aware of this policy? 

· All new teaching and support staff will be taken through the key parts of this policy and made aware of its importance as part of their induction, alongside signing the ICT Code of Conduct. 
· All staff will have access to a copy of this policy. These can be found in classrooms and on the school website.
· Staff development in safe and responsible internet use and on the school internet policy will be provided as required. 
· Breaching this policy may result in disciplinary action being taken and access to ICT being restricted or removed. 
· Online safety training will be provided for all members of staff and governors and any relevant updates will be included in the school’s monthly safeguarding updates.
How will parents / carers be made aware of this policy?

· A copy of this policy will be accessible on the school website.

· Alongside reading and signing the agreement form, parents/ carers will be provided with photograph permission and website consent forms.

How will ICT system security be maintained? 
· The school ICT systems will be reviewed regularly with regard to security. 
· Virus protection will be installed and updated regularly. 
· Files held on the school’s network will be regularly checked. 
How will other technologies be managed safely?

· Strictly only school equipment/resources can be used for recording and photography purposes. 
· Mobile phone use is prohibited in all classrooms and areas of the school where children are present. Mobile phones should be kept/stored with other personal belongings inside bags in the classroom. 
This policy supports the school’s safeguarding policy, anti-bullying policy and social networking policy. 
Appendices

Dereham Church Infant and Nursery School
ONLINE SAFETY POLICY. APPENDIX 1. 
Dear Parents,
As part of our school’s curriculum, internet use is an everyday activity which is an integral part of our learning. We believe that use of ICT, including the Internet, is worthwhile and is an essential skill for children as they grow up in the modern world.  As a school we will actively encourage the children to choose the internet as a means of research and furthering their own learning. 
We are taking positive steps to deal with any risks associated with having access to undesirable materials in school.  Our access to the Internet comes through Norfolk County Council Schools preferred provider (Updata) making filtered content available in schools. 
Children will be introduced to a set of rules and taught how to use ICT devices responsibly.  When they are given access to the Internet they will be supervised (supervised means that an adult will be present in the classroom at all times) and when appropriate directed towards specific curriculum activities and suitable websites.  However, the school cannot be held responsible for the nature or content of materials accessed through the Internet.  The school will not be liable for any damages arising from your child’s use of the Internet facilities.  

I enclose a copy of the children’s Code of Conduct (rules for using the Internet), useful links concerning keeping safe online and a parent/carer agreement. Please read and sign the agreement form enclosed.

Should you wish to discuss any aspect of our use of ICT in school please contact us.

Yours sincerely,

Mrs Amy Futers
Headteacher
Parent/carer agreement form

Pupil name: ………………………………………………………..

Pupil’s class: ………………………………………………………..

Parent / carer name: …………………………………………………
As the parent or carer of the above pupil, I grant permission for my child to have access to use the Internet and other ICT facilities at school.


I know that my child has been taught about and has signed to confirm that they will keep to the school’s rules for responsible ICT use, outlined in the ICT Code of Conduct. I also understand that my child may be informed, if the rules have to be changed during the year. I know that the latest copy is available on the school’s website within the policies section and have been given further advice about safe use of the Internet (sheet enclosed). 
I accept that ultimately the school cannot be held responsible for the nature and content of materials accessed through the Internet and mobile technologies, but I understand that the school will take every reasonable precaution to keep pupils safe and to prevent pupils from accessing inappropriate materials.  These steps include using a filtered internet service, employing appropriate teaching practice and teaching online safety skills to pupils.  

I understand that the school can check my child’s computer files, Purple Mash files and the websites they visit. I also know that the school may contact me if there are concerns about my child’s online safety or online behaviour.


I will support the school by promoting safe use of the Internet and digital technology at home and will inform the school if I have any concerns over my child’s online safety.

Parent/carer signature: ……………………………………   Date:………………….
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I only use websites that an adult has told me I can use.
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I can search the internet when an adult is with me.
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I should tell an adult if I see something that I don’t like or that worries me on the internet. 
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I should tell an adult and ask for help if I get lost on the internet. 
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I know that I should keep my personal information safe on the internet.

[image: image8.jpg]



I should learn how to stay safe on the internet. 

Child’s name……………………………………………………
Signature………………………………………………………..

Useful links in reference to online safety 
Particularly for Parents and Children 
Bullying Online 
www.bullying.co.uk 
Advice for children, parents, carers and schools 

Childnet International

 https://www.childnet.com/parents-and-carers
An internet safety site with advice and leaflets for parents and carers. 

Think U Know?
www.thinkuknow.co.uk/ 
Home Office site for pupils and parents/carers explaining internet dangers and how to stay in control. 

Safekids 
www.safekids.com 
Family guide to making internet safe, fun and productive 

Internet Matters
https://www.internetmatters.org/

Support for parents and carers to keep their children safe online 
Net Aware

https://www.net-aware.org.uk/

Support for parents and carers from the NSPCC. 

Parent Info

https://parentinfo.org/
Help and advice for families in a digital world. 

UK Safer Internet Centre 

https://www.saferinternet.org.uk/advice-centre/parents-and-carers

An internet safety site with advice for parents and carers. 

ONLINE SAFETY POLICY. APPENDIX 2.

ICT code of Conduct for Staff, Governors and Visitors 
ICT and the related technologies such as email, the Internet and mobile devices are an expected part of our daily working life in school.  This Code of Conduct is provided to ensure that all users are aware of their responsibilities when using any form of ICT provided by or directed by Norfolk County Council.  All such users will be issued with this Code of Conduct.  Any concerns or clarification should be discussed with Amy Futers.
· All staff, Governors and visitors understand that ICT includes a wide range of systems, including mobile phones, digital cameras, laptops and tablets. 
· All staff understand that it is a disciplinary offence to use the school ICT system and equipment for any purpose not permitted by its owner.
· All staff, Governors and visitors will not disclose any passwords provided to them by the school or other related authorities. 
· All staff, Governors and visitors understand that they are responsible for all activity carried out under their username.
· Staff, Governors and visitors will not install any hardware or software on any school owned device without the permission of Amy Futers.

· All staff, Governors and visitors understand that their permitted use of the Internet and other related technologies is monitored and logged and will be made available, on request, to their Line Manager or Headteacher in line with any disciplinary procedures. This relates to all school owned devices, including laptops provided by the school. 

· All staff, Governors and visitors will only use the school’s email (nsix/outlook accounts), Internet and any related technologies for uses permitted by the Headteacher or Governing Body.
· All staff, Governors and visitors will ensure that all of their school generated electronic communications are appropriate and compatible with their role.
· All staff, Governors and visitors will ensure that all data is kept secure and is used appropriately as authorised by the Headteacher or Governing Body. If in doubt they will seek clarification. This includes taking data off site.

· Personal devices must only be used in the context of school business with explicit permission of the Headteacher.
· All staff, Governors and visitors using school equipment will not browse, download, upload or distribute any material that could be considered offensive, illegal or discriminatory. 

· All staff, Governors and visitors will only use the approved email system(s) (nsix and outlook) for any school business.
· Images will only be taken, stored and used for purposes in line with the school policy.  Images will not be distributed outside the school network without the consent of the subject or of the parent/carer, and the permission of the Headteacher.

· All staff, Governors and visitors will comply with copyright and intellectual property rights.

· All staff, Governors and visitors will report any incidents of concern regarding staff use of technology and/or children’s safety to the Senior Designated Professional in line with the school’s Safeguarding Policy.

I acknowledge that I have read this and received a copy of the ICT Code of Conduct.

Full name:………………………………………………………………….…(printed)

Job title:……………………………………………………………………………….………..

Signature:………………………..…………………………Date:………………………                                       

Addendum to meet Covid-19 requirements (February 2021):

Staff guidance for live meetings/sessions with pupils 

Prior to the meeting/session:

· Use only your nsix email address to create the zoom link that you send to parents.

· When creating/setting up the meeting link enable the waiting room option. This is to ensure you know who each participant is. 

· Disable the join before host option – the pupils cannot join the meeting before the teacher joins and will see a pop-up that says, “The meeting is waiting for the host to join.”

· Select the random meeting ID option: It’s best practice to generate a random meeting ID, so it can’t be shared multiple times. This is the safer alternative than using your Personal Meeting ID, which is not advised because it is basically an ongoing meeting that is always running.

· Select from the advanced options ‘mute participant on entry’.

· Make sure that another member of staff attends the meeting/session so that you are not alone. 

During the meeting/session:

· Ensure if you are hosting or attending the meeting/session you are dressed in clothes appropriate for school 

· Make sure that you have a neutral background- ideally plain and distraction free

· Double check that any other tabs you have open on your browser would be appropriate for a child to see, if you’re sharing your screen

· Use professional language

· Lock the meeting after the first 5 minutes

· Control screen sharing so that it is only available for you the host 

· Lock down the chat. Teachers can restrict the in-class chat so pupils cannot privately message each other (controlling chat access from the Security icon rather than disabling chat altogether in your settings) so pupils can still interact with you the teacher as needed. 

· Remember that if the session is being disrupted or you are not happy/feel uncomfortable with the behaviour or a situation then you can remove a participant (this does mean that the participant cannot re-enter the meeting/session) or end the meeting for all

· Ensure that safeguarding procedures are followed if a concern arises. 

Parental guidance for live meetings/sessions:

· Ensure your child is in a good learning space away from distractions and so that they can clearly see and hear the screen. 

· Be ready a few minutes before the agreed time so that your child can be admitted into the waiting room. 

· Ensure your child is dressed in daytime clothing (this does not need to be uniform)

· Change the display name on Zoom to your child’s name.

· Be mindful of what others in your household are doing/saying in the background.

· Mute your microphone if you aren’t talking

· Keep your camera on at all times

· At times the teacher may mute all participants

· Please be aware that if there is only one staff member present then the meeting shall be recorded. 

· In the event of a child displaying unwanted behaviour or a situation arising the teacher will remove the participant from the meeting or end the meeting for all.

· If you have any concerns about a meeting/session then email office@dereham.norfolk.sch.uk 

[image: image15.png]Dereham Cluster




[image: image9.jpg]&0

Healthy School



[image: image10.jpg]co
&l

& ARTSMARK e

SILVER

& Q
VGRS



[image: image11.jpg]department for
children, schools and families

REWARDING
COMMITMENT





[image: image12.jpg]fVV\S S/

Financial Management Standard in Schools




[image: image13.jpg]




[image: image14.png]


