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Summary of Changes

The model policy has been revised to reflect these changes to the statutory guidance as outlined

below.
Page Section Amendment Date of
Ref. Change
5 Schedule for monitoring | Clarificationof online safety lead role may form Feb 21
and review part of DSL or Business Manager role and may be
part of DSL meetings.
Updated list of external reporting bodies
14 Technical - Use of mobile data management system Sep 21
infrastructure / Use of Trend AV across the Trust Feb 22
equipment, filteringand
monitoring
Data Protection Updated in line with UK Data Protection laws to Feb 21
17 included personal datastored on mobile
devices/removable media
Data Protection Staff section updated to include recognition of Feb 21
18 possible breach
22 Unsuitable/inappropriate | Table updated toinclude Computer Misuse Act Feb 21
activities
24 Illegal incidents Flow chart updated Feb 21
28 Links to Other Policies Updated Safeguarding Policy 2022 Feb 23
Throughout E-safety renamed online safety in line with Dfe Nov 21
guidance
53 DNEAT/ RM Unify Addition of DNEAT/ RM Unify Password Policy May 21
Password Policy Appendix 9 DNEAT ACADEMIES ONLY
16 Data Protection FOI requests and SARs to be sent to Head of March
Human Resources via GDPR-HR@donesc.org 23
18 Social Media - Protecting | Employee Social Media profiles to be set to March
Professional Identity private and not public 23
16 Data Protection FOI requests and SARs to be sent to DPO via Sept 23

governance@donesc.org
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Our Christian Ethos and Values

All policies within the Diocese of Norwich Education and Academies Trust (hereafter referred to as
“the Trust”), whether relatingto an individualacademy or the whole Trust, will be written and
implemented in line with our Christian ethos and values.

DNEAT: We make no apologies for having high ambition for all, and we truly value the
wider educational experience.

We walk and talk our Christian values. That means we put people at the centre of the
organisationand want to see them flourish and grow. Our schools are inclusive, welcoming
those of all faithsand none.

Overall accountabilities and roles

The Trust has overall accountability for all its academies and staff. Through a Scheme of
Delegation for each academy it sets out the responsibilities of the Trust, its Executive Officers, the
Local Governing Body and the Head Teacher. The Head Teacher of each academy is responsiblefor
the implementation of all policies of the Trust.

All employees of the Trust are subject to the Trust’s policies.

Our Online Safety Policy is based on national educational trust guidelines. It has been agreed by
the Leadership Team and noted by the Local Governing Body

Schedule for Development/Monitoring/Review
The implementation of this Online policy will be monitored by the Safeguardingand Health and
Safety Lead Officer (DoNESC Head of Estates)/ LGB Safeguarding Governors.

Monitoring will take place at regularintervals.

The LGB will receive a report on the implementation of the online safety policy generated by the
monitoring group (which will include anonymousdetails of online safety incidents) at regular
intervals.

The online safety policy will be reviewed annually or more regularly in the light of any significant
new developmentsin the use of the technologies, new threats to online safety or incidents that
have taken place.

Should serious online safety incidents take place, the following external persons/agencies be
informed (Trust Safeguarding Lead & Health and Safety Lead (DoNESC Head of Estates) & Data
Protection Officer/ Police/ ICT Network team/RM Unify)

The academy will monitor the impact of the policy using
e Logs of reportedincidents
e Monitoringlogs of internet activity (including sites visited)
e Internal monitoringdata for network activity
e Surveys/questionnaires of
-Pupils/students
-Parents/carers
-Staff
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Scope of the Policy

This policy applies to all members of the academy community (including staff, pupils, volunteers,
parents/carers, visitors, community users) who have access to and are users of academy digital
technology systems, both in and out of the academy

The Education and Inspections Act (2006) empowers Headteachers/Principalsto such an extent as
is reasonable, to regulate the behaviour of pupils/students when they are off the academy site
and empowers members of staff to impose disciplinary penalties for inappropriate behaviour. This
is pertinenttoincidents of cyber-bullying, or other online safety incidents covered by this policy,
which may take place outside of the academy, butis linked to membership of the academyand
the Trust. The 2011 Education Actincreased these powers with regard to the searching for and of
electronicdevices and the deletion of data (See Appendix 7). In the case of both acts, action can
only be taken over issues covered by the academy Behaviour Policy.

The academy will deal with such incidents within this policy and associated behaviourand anti-
bullying policies and will, where known, inform parents/carers of incidents of inappropriate online
safety behaviour that take place out of the academy.

Roles and Responsibilities
The Board of Trustees are responsible forthe approval of the online safety policy. The LGB are
responsible for monitoringthe implementation of this policy. This will be carried out by the
Trustees LGB receiving regular informationabout online safety incidents and monitoring reports. A
member of the LGB has taken on the role of online safety Governorand the role includes:

e regularmeetings with the online safety Co-ordinator/Officer —this may form part of the

Designated Safeguarding Lead role and/or Business Manager

e regularmonitoring of online safetyincident logs

e regularmonitoring of filtering/change control logs

e reportingtorelevant LGB Trust Board/Committee/ meeting

Headteacher/Principal and Senior Leaders

e The Headteacher hasa duty of care for ensuringthe safety (including online safety) of
members of the academy community, though the day-to-day responsibility for online
safety will be delegated to the online safety lead.

e The Headteacherand Senior Leadership Team should be aware of the procedures to be
followed in the event of a serious online safety allegation being made against a member of
staff

e The Headteacher and Senior Leaders are responsible for ensuringthat the online safety
Coordinator/Officer and other relevant staff receive suitable trainingto enable them to
carry out their online safety roles and to train other colleagues, as relevant.

e The Headteacher/ Senior Leaders will ensure that there is a system in place to allow for
monitoringand supportofthosein theacademy who carry out theinternal online safety
monitoringrole. Thisis to provide a safety net and also support those colleagues who take
on important monitoringroles.

e The Senior Leadership Team will receive regular monitoringreports from the online safety
Lead
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Online safety lead

Leads the online safety (this may be combined with Child Protection/Safeguarding Officer
role and the DSL meetings)

Takes day to day responsibility for online safetyissues and has a leading role in establishing
and review the academy online safety policies/documents

Ensuresthat all staff are aware of the procedures that need to be followed in the event of
an online safety incident taking place.

Provides trainingand advice for staff

Liaises with the Trust SafeguardingLead/ relevant body

Liaises with academy technical staff

Receives reports of online safety incidents and creates a log of incidents to inform future
online safety developments.

Meets regularly with online safety Governor to discuss current issues. Review incident logs
and filtering/change control logs

Attends relevant meeting/committee LGB

Reportsregularlyto Senior Leadership Team

Network Manager/Technical Staff

For academies who have a managed ICT service provided by an outside contractoritis the
responsibility of the academy to ensure the managed service provider carries out all online safety
measures as outlined below and that the managed service provideris fully aware of the academy
online safety policy and procedures.

The Network Manager/Technical Staff/ICT Coordinator is responsible for ensuring

Thatthe academy’s technical infrastructureis secure andis not open to misuse or
malicious attack

that the academy meets required online safety technical requirementsand any Trust/
otherrelevant body Online safety Policy / Guidance that may apply.

That users may only access the networks and devices through a properly enforced
password protection policy.

the filtering policyis applied and updated on a regular basis and that its implementation is
not the sole responsibility of any single person

That they keep up to date with online safety technical informationin order to effectively
carry out their online safety role and to inform and update others as relevant

Thatthe use of the network / internet / Virtual Learning Environment /remote access /
email is regularly monitored in order that any misuse / attempted misuse can be reported
to the Headteacher for investigation

That monitoring software / systems are implemented and updated as agreed in academy
policies

Teaching and Support Staff
Are responsible for ensuring that:

they have an up-to-date awareness of online safety matters and of the current academy
online safety policy and practices

they haveread, understood and signed the Staff Acceptable Use Policy / Agreement (AUP)
They report any suspected misuse or problem to the Headteacher for investigation.
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e Alldigital communicationswith students / pupils / parents / carers should beon a
professional level and only carried out using official academy systems

e onlinesafetyissuesare embeddedin all aspects of the curriculum and other activities

e Pupils/students understand and follow the online safety and acceptable use policies

e Pupils/students have a good understanding of research skills and the need to avoid
plagiarismand uphold copyright regulations

e They monitorthe use of digital technologies, mobile devices, cameras etc. in lessons and
other academy activities (where allowed) and implement current policies with regard to
these devices

e Inlessonswhere internet useis pre-planned pupils/students should be guided to sites
checked as suitable for their use and that processes are in place for dealing with any
unsuitable material thatisfoundininternet searches

Designated Safeguarding Lead / Child Protection Officer
Should be trained in online safety issues and be aware of the potential for serious child protection
/ safeguardingissuesto arise from:

e sharingof personal data

e access toillegal /inappropriate materials

e inappropriateon-line contact with adults / strangers

e potential oractualincidents of grooming

e cyber-bullying

Some academies may choose to combine the role of online safety Officer with Safeguardingrole

Online safety responsible person

The Online safety person provides a consultative grthat has wide representationfrom the
academy community, with responsibility forissues regarding online safety and the monitoringthe
online safety policyincludingthe impact of initiatives. Depending on the size or structure of the
academy this may be part of the DSL safeguarding group within the school. The group will also be
responsible for regular reportingto the LGB and then to the Trust Board.

The online responsible person will assist the Online safety Coordinator / Officer (or otherrelevant
person, as above) with:
e The production/review / monitoring of the academy online safety policy / documents.
e The production/review / monitoring of the academy filtering policy (if the academy
chooses to have one) and requests for filtering changes.
e Mappingandreviewing the online safety digital literacy curricular provision —ensuring
relevance, breadth and progression
e Monitoringnetwork/ internet/incidentlogs
e Consultingstakeholders—including parents/ carers and the students/ pupilsaboutthe
online safety provision
e Monitoringimprovement actionsidentified

Pupils/Students:

e Areresponsible forusingthe academy digital technology systemsin accordance with the
Student / Pupil Acceptable Use Agreement
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e Have a good understanding of research skillsand the need to avoid plagiarism and uphold
copyright regulations

e Need to understandtheimportance of reportingabuse, misuse or access to inappropriate
materialsand know how to do so

o Willbe expected to know and understand policies on the use of mobile devices and digital
cameras. They should also know and understand policies on the taking / use of images and
on cyber-bullying.

e Should understand theimportance of adopting good online safety practice when using
digital technologies out of academy and realise that the academy’s Online safety Policy
covers their actions out of the academy, if related to their membership of the academy

Parents / Carers:
Parents/ Carers play a crucial role in ensuring that their children understand the need to use the
internet / mobile devicesin an appropriate way. The academy will take every opportunity to help
parents understandthese issues through parents’ evenings, newsletters, letters, website / VLE and
information about national / local online safety campaigns/ literature. Parentsand carers will be
encouraged to supportthe academyin promoting good online safety practice and to follow
guidelines on the appropriate use of:

e digital and videoimages taken at academy events (see Use of Digital Images and Videos

policy guidelines below)
e access to parents’ sections of the website / VLE and on-line student/ pupil records
e theirchildren’s personal devicesin the academy (where thisis allowed)

Community Users

Community Users who access academy systems/website/Learning platform as part of the wider
academy provision will be expected to sign a Community User Acceptable Use Agreement before
being provided with access to academy systems (See appendix 6)

Policy Statements

Education — students / pupils

Whilst regulation and technical solutions are very important, their use must be balanced by
educatingstudents/ pupils to take a responsible approach. The education of students / pupilsin
online safetyis therefore an essential part of the academy’s online safety provision. Children and
young people need the help and support of the academy to recognise and avoid online safety risks
and build their resilience.

Online safety should be a focus in all areas of the curriculum and staff should reinforce online
safety messages across the curriculum. The online safety curriculum should be broad, relevant and
provide progression, with opportunities for creative activities and will be provided in the following
ways:
e Aplanned onlinesafety curriculum should be provided as part of Computing/PHSE / other
lessons and should be regularly revisited
e Key online safety messages should be reinforced as part of a planned programme of
assembliesand activities
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e Students/ pupilsshouldbetaughtin alllessonsto be critically aware of the materials /
content they access on-line and be guided to validate the accuracy of information.

e Students/ pupilsshouldbe helped to understand the need for the student / pupil
Acceptable Use Agreement and encouraged to adopt safe and responsible use both within
and outside academy

e Staff should actas good role modelsin their use of digital technologies, the internet and
mobile devices

e inlessonswhereinternetuseispre-planned,itisbest practice thatstudents/pupils
should be guided to sites checked as suitable for their use and that processes are in place
for dealing with any unsuitable material thatis found ininternet searches.

e Where students/ pupils are allowed to freely search the internet, staff should be vigilantin
monitoringthe content of the websites the young people visit.

Education — parents / carers

Many parents and carers have only a limited understanding of online safety risks and issues, yet
they play an essential role in the education of their children and in the monitoring/ regulation of
the children’s on-line behaviours. Parents may underestimate how often children and young
people come across potentially harmful and inappropriate materialon theinternet and may be
unsure about howto respond.

The academy will therefore seek to provide informationand awareness to parents and carers
through:

e Curriculum activities

e Letters, newsletters, web site,

e Parents/ Carersevenings/ sessions

e High profile events e.g. Safer Internet Day

e Reference to the relevant web sites / publications
www.saferinternet.org.uk/ http://www.childnet.com/parents-and-carers ThinkUknow

Education — The Wider Community
The academy will provide opportunities for local community groups / members of the commu nity
to gain from the academy’s online safety knowledge and experience. This may be offered through
the following:
e Providingfamilylearningcourses in use of new digital technologies, digital literacy and
online safety
e Online safety messages targeted towards grandparents and other relatives as well as
parents.
e The academy website will provide online safety information for the wider community
e Supportingcommunity groups e.g. Early Years Settings, Childminders, youth /sports /
voluntary groups to enhance their online safety provision

Education & Training — Staff / Volunteers
It is essential that all staff receive online safety trainingand understand their responsibilities, as

outlined in this policy. Training will be offered as follows:

A planned programme of formal online safety training will be made available to staff. This will be
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regularly updated and reinforced. An audit of the online safety training needs of all staff will be
carried outregularly. Itis expected that some staff will identify online safety as a trainingneed
within the performance management process.

e Allnew staff should receive online safety trainingas part of their induction
programme, ensuring that they fully understand the academy online safety policy and
Acceptable Use Agreements. .

e The Onlinesafety Coordinator / Officer (or other nominated person) will receive
regularupdates through attendance at external training events and by reviewing
guidance documentsreleased by relevant organisations.

e ThisOnline safety policyand its updates will be presented to and discussed by staff in
staff meetings/INSET days.

e The Onlinesafety Coordinator / Officer (or other nominated person) will provide
advice / guidance/ trainingto individuals as required.

Training — Governors
Governors should take partin online safety training / awareness sessions, with particular
importance forthose who are members of any subcommittee / group involved in technology /
online safety / health and safety / child protection. This may be offered in a number of ways:
e Attendanceattraining provided by the Trust/NGA / National Governors Association /
or otherrelevant organisation.
e Participationinacademytraining/information sessions for staff or parents (this may
include attendance at assemblies / lessons).

Use of Digital Imaging Technologies

The development of digital imagingtechnologies has created significant benefitsto learning
allowing staffand students/pupils instant use of images that they have recorded themselves of or
downloaded from the internet. Images may also be used to celebrate success through their
publicationin newsletters, on the academy website and occasionallyin the publicmedia,
However, staff, parents, carers and pupils/students need to be aware of the risks associated with
publishing digital images on the internet. Such images may provide avenues for cyberbullyingto
take place. Digital images may remain available on theinternet forever and may cause harmor
embarrassment to individualsin the short or longer term. It is common for employersto carry out
internet searches for information about potentialand existingemployees. The academy will
inform and educate users about these risks and will implement policies to reduce the likelihood of
the potentialfor harm:

e When using digital images, staff should inform and educate students / pupils aboutthe
risks associated with the taking, use, sharing, publication and distribution of images. In
particulartheyshould recognise the risks attached to publishing their own images on the
internet e.g. on social networkingsites.

e Written permission from parents or carers will be obtained before photographsof students
/ pupils are published on the academy website / social media / local press

In accordance with guidance from the Information Commissioner’s Office, parents / carers are
welcome to take videos and digital images of their children at academy events for their own
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personal use (as such usein not covered by the General Data Protection Regulations). To respect
everyone’s privacy and in some cases protection, theseimages should not be published / made
publicly available on social networkingsites, nor should parents / carers comment on any activities
involving other pupilsin the digital / video images.

Staff and volunteers are allowed to take digital / video images to support educationalaims, but
must follow academy policies concerning the sharing, distributionand publication of those images.
Thoseimages should only be taken on academy equipment, the personal equipment of staff
should not be used for such purposes.

Care should be taken when takingdigital / video images that students / pupils are appropriately
dressed and are not participatingin activities that might bringthe individualsorthe academyinto
disrepute.

Students / pupils must not take, use, share, publish or distribute images of others without their
permission

Photographs published on the website, or elsewhere that include students / pupils will be selected
carefullyand will comply with good practice guidance on the use of such images.

Students’ / Pupils’ full names will not be used anywhere on a website or blog, particularlyin
association with photographs.

Student’s / Pupil’s work can only be published with the permission of the student / pupil and
parents or carers.

Parents/ carers will be required to sign a relevant permission formto allow the academy to take
and use images of their children and for the parents/ carers to agree

Technical — infrastructure / equipment, filtering and monitoring

For those academies usingthe Trust managed ICT service provider RM Unify or ERGO, they
undertake to ensure all relevant online safety measures are in place around network, cloud
hostingand infrastructure. The Trust will ensure the managed ICT service provider is fully aware of
the Trust-wide online safety and acceptable use of ICT policy and agreements. Password control
will be in line with the Trust and ICT Service provider password policy (Appendix 9).

Trend AV is deployed across the Trust’s devices. Each machine thatis enrolled into the Intune
system has Trend installed automatically. Trend will automatically get any AV package updates
direct from Trend as soon as they are released and will install without input from the user. The
machinethemselves are also set to connect to Microsoft to check for updates and if any are found
these are downloaded and also installed without input from the user.

Trust owned mobile devices are required to be kept up to date with vendor updatesand app
patches. The Trust will use mobile device management tools to ensure enforcement and control.

Otherwise:
The academy will be responsible for ensuring that the academy infrastructure / network is as safe
and secure as is reasonably possible and that policies and proceduresapproved within this policy
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are implemented. It will also need to ensure that the relevant people named in the above sections
will be effective in carrying out their online safety responsibilities:

Academy technical systems will be managed in ways that ensure that the academy meets
recommended technical requirements (these may be outlined in Trust wide/ other relevant
body policy and guidance)

There will be regular reviews and audits of the safety and security of academy technical
systems

Servers, wireless systems and cabling must be securely located and physical access
restricted

All users will have clearly defined access rights to academy technical systems and devices.
The administrator passwords for the academy ICT system, used by the Network Manager
(or other person) must also be available to the Headteacher or other nominated senior
leaderand kept in a secure place (e.g. academy safe)

The Headteacheris responsiblefor ensuringthat software licence logs are accurate and up
to date and thatregular checks are made to reconcile the number of licences purchased
againstthe number of software installations (Inadequate licencing could cause the
academy to breach the Copyright Act which could resultin fines or unexpected licensing
costs)

Internet access is filtered for all users. lllegal content (child sexual abuse images) s filtered
by the broadband or filtering provider by actively employing the Internet Watch
Foundation CAIClist. Contentlists areregularly updated and internet useislogged and
regularly monitored. Thereis a clear processin place to deal with requests for filtering
changes.

Internet filtering should ensure that children are safe from terrorist and extremist material
when accessing the internet.

The academy has provided enhanced / differentiated user-level filtering (allowing different
filteringlevels for different ages / stages and different groups of users — staff / pupils/
students etc.)

Academy technical staff regularly monitors and record the activity of users on the academy
technical systems and users are made aware of thisin the Acceptable Use Agreement.

An appropriate systemisin place for usersto report any actual / potential technical
incident / security breach to the relevant person, as agreed).

Appropriate security measures are in place protect the servers, firewalls, routers, wireless
systems, work stations, mobiledevices etc. from accidental or malicious attempts which
might threaten the security of the academy systems and data. These are tested regularly.
The academy infrastructure and individual workstations are protected by up to date virus
software.

An agreed policy is in place for the provision of temporary access of “guests” (e.g. trainee
teachers, supply teachers, visitors) onto the academy systems.

An agreed policy is in place regarding the extent of personal use that users (staff / students
/ pupils / community users) and their family members are allowed on academy devices
that may be used out of the academy.

An agreed policy is in place that allows staff to / forbids staff from downloading executable
files and installing programmes on academy devices.

An agreed policy is in place regardingthe use of removable media (e.g. memory sticks /
CDs / DVDs) by users on academy devices. Personal data cannot be sent over the internet
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or taken off the academy site unless safely encrypted or otherwise secured (refer to Trust
wide Data Protection &FOI Policy).

Mobile Technologies (including Bring Your Own Device BYOD/ Technology BYOT)

Mobile technology devices may be academy owned/provided or personally owned and and might
include: smartphone, tablet, notebook / laptop or other technology that usually has the ca pability
of utilisingthe academy’s wireless network. The device then has access to the wider internet
which may include the academy’s learning platform and other cloud-based services such as email
and data storage.

All users should understand that the primary purpose of the use mobile / personal devices in a
academy context is educational. The mobile technologies policy should be consistent with and inter-
related to other relevant academy polices including but not limited to the Safeguarding Policy,
Behaviour Policy, Bullying Policy, Data Protection & FOI Policy, and policies around theft or malicious
damage. Teachingabout the safe and appropriate use of mobile technologies should be an integral
part of the academy’s Online Safety education programme.

e The academy Acceptable Use Agreements for staff, pupils/students and parents/carers gives
considerationto the use of mobile technologies

e The academyallows:

Academy Devices Personal Devices
Academy Academy Authorised | Student Staff Visitor
owned for owned for device?! owned owned owned

single user multiple users

Allowed in Yes Yes Yes No Yes Yes
academy

Full network Yes Yes Yes

access

Internet only

No network access

e The academy has a set of clear expectations and responsibilities for all users
e The academyadheresto the General Data Protection Regulation principles
e Allusers are provided with and accept the Acceptable Use Agreement

e Allnetwork systems are secure and access for users is differentiated

1 Authorised device — purchased by the pupil/family through a academy-organised scheme. This device may be given
full access to the network as if it were owned by the academy.
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e Where possible these devices will be covered by the academy’s normal filtering
systems, while being used on the premises

o Allusers will use theirusername and password and keep this safe

e Mandatorytrainingis undertaken for all staff

e Students/ Pupilsreceive trainingand guidance on the use of personal devices

e Regularaudits and monitoring of usage will take place to ensure compliance

e Anydevice loss, theft, change of ownership of the device will be reported asin the
BYOD policy

e Any userleaving the academy will follow the process outlined withinthe BYOD
policy

Data Protection

Personal data will be recorded, processed, transferred and made available accordingto the

current data protection legislation.

The Trust must ensure that:

It has paid the appropriate fee to the Information Commissioner’s Office (ICO).

It has appointed a Data Protection Officer (DPO) who has a high level of understanding of
data protection laws and is free from any conflict of interest.

It implements the data protection principles andis able to demonstrate thatit does so
through use of policies, privacy notices and records.

The academy must ensure that:

It implementsthe data protection principles and isable to demonstrate thatit does so
through use of policies,

privacy notices and records.

it hasan ‘information asset register’ in place and knows exactly what personal data it
holds, where this datais held, why and which member of staff has responsibility for
managingit

the information asset register records the lawful basis for processing personal data
(including, where relevant, how consent was obtained and refreshed). Where special
category datais processed, an additionallawful basis will have also been recorded

it willhold only the minimum personal data necessary to enableit to performits function
and it will not hold it for longer than necessary for the purposes it was collected for. It
follows the Trust Data Protection and Retention policy to ensure there are clear and
understood policies and routines for the deletion and disposal of data to support this.
Personal data held must be accurate and up to date where thisis necessary for the
purposeitis processed for. It must have systems in place to identify inaccuracies, such as
asking parentsto check emergency contact details at suitable intervals

it provides staff, parents, volunteers, teenagers and older children with information about
how the school/academy looks after their data and what theirrights are in a clear Privacy
Notice

procedures must be in place to deal with the individualrights of the data subject, e.g. one
of the 8 data subject rights applicableis that of Subject Access which enables an individual
to see to have a copy of the personal data held about them (subject to certain exceptions
which may apply).
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Data Protection Impact Assessments (DPIA) are carried out where necessary. For example,
to ensure protection of personal data when accessed usingany remote access solutions, or
enteringinto a relationship with a new supplier (this may also require ensuringthat data
processingclauses are includedin the supply contract or as an addendum)

it hasundertaken appropriate due diligence and has required data processingclausesin
contractsin place with any data processors where personal datais processed.

it understands how to share data lawfully and safely with other relevant data controllers.
it reportsanyrelevant breachesto the Information Commissioner within 72hrs of
becomingaware of the breach in accordance with UK data protection law. It also reports
relevant breaches to the individuals affected as required by law. In order to do this, it hasa
policy for reporting, logging, managing, investigatingand learning from information risk
incidents.

FOIl requests and Subject Access Requests are to be sent to the Trust Data Protection
Officer, Hannah Monk, Head of Governance via governance@donesc.org.

all staff receive data protection trainingatinductionand appropriate refresher training
thereafter. Staff undertaking particular data protection functions, such as handling
requests undertheindividual’s rights, will receive trainingappropriate for their function as
well as the core training provided to all staff.

When personal datais stored on any mobile device or removable media the:

data must be encrypted and password protected.

device must be password protected. (be sure to select devices that can be protected in this
way)

device must be protected by up to date virus and malware checking software

data must be securely deleted from the device, in line with school/academy policy (below)
once it has been transferred orits use is complete.

Staff must ensure that they:

at all times take care to ensure the safe keeping of personal data, minimising the risk of its
loss or misuse

can recognise a possible breach, understand the need for urgency and know who to report
it to within the school

can help data subjects understandstheirrightsand know how to handle a request whether
verbal or written. Know who to passit to inthe school

where personal datais stored or transferred on mobile or other devices (including USBs)
these must be encrypted and password protected.

will not transfer any academy personal data to personal devices exceptas in line with
school policy

access personal data sources and records only on secure password protected computers
and other devices, ensuringthat they are properly “logged-off” at the end of any sessionin
which they are using personal data
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When using communicationtechnologies, the academy considers the following as good practice:

e The officialacademy email service may be regarded as safe and secure and is monitored.
Users should be aware that email communications are monitored. Staffand students/
pupils shouldtherefore use only the academy email service to communicate with others
when in the academy, or on academy systems (e.g. by remote access).

e Users mustimmediatelyreport,tothe nominated person —in accordance with the
academy policy, the receipt of any communication that makes them feel uncomfortable, is
offensive, discriminatory, threateningor bullyingin nature and must not respond to any
such communication. Thisincludesany communication linked to Prevent Duty and
radicalisation and linked to child sexual exploitation that can occur through the use of
technology.

e Anydigital communication between staff and students / pupils or parents / carers (email,
chat, VLE etc) must be professionalin tone and content. These communications mayonly
take place on official (monitored) academy systems. Personal email addresses, text
messaging or social media must not be used for these communications.

e Wholeclass / group email addresses may be used at KS1.

e Students/ pupilsshouldbe taught about online safety issues, such as the risks attached to
the sharing of personal details. They should also be taught strategies to deal with
inappropriatecommunications and be reminded of the need to communicate
appropriately when usingdigital technologies.

e Personalinformationshould not be posted on the academy website and only official email
addresses should be used to identify members of staff.

Social Media - Protecting Professional Identity

All MATSs, academies and local authorities have a duty of care to provide a safe learning
environment for pupils and staff. MATSs, academies and local authorities could be held
responsible, indirectly for acts of their employeesin the course of their employment. Staff
members who harass, cyberbully, discriminate on the grounds of sex, race or disability or who
defame a third party may render the academy or the Trust liable to the injured party. Reasonable
steps to prevent predictable harm must be in place.

The academy provides the following measures to ensure reasonable steps arein place to minimise
risk of harm to pupils, staffand the academy through:
e Ensuringthat personalinformationis not published
e Social media profiles are set to private and not public.
e Trainingtoinclude:acceptable use; social media risks; checking of settings; data
protection;reportingissues.
e Clearreportingguidance, includingresponsibilities, procedures and sanctions
e Riskassessment,includinglegal risk
e Academy and Trust staff should ensure that:
e No reference should be made in social media to students/ pupils, parents / carers or
academy staff
e Theydonot engagein online discussion on personal matters relatingto members of the
academy community
e Personal opinionsshould not be attributed to the academy or the Trust

Trust Online Safety Policy Page 16 of 45



e Security settings on personal social media profiles are regularly checked to minimise risk of
loss of personal information.

The academy’s use of social media for professional purposes will be checked regularly by the
seniorrisk officer and online safety committee to ensure compliance with the Social Media, Data
Protection, Communications policies and Online safety and ICT Acceptable Use Policy

Personal Use:

e Personal communications are those made via a personal social media accounts. In all cases,
where a personal accountis used which associatesitself with the academy or impacts on the
academy, it must be made clear that the member of staff is not communicating on behalf of
the academy with an appropriate disclaimer. Such personal communications are within the
scope of this policy

e Personal communications which do not refer to or impact upon the academy are outside the
scope of this policy

e Where excessive personal use of social media in academy is suspected, and considered to be
interfering with relevant duties, disciplinary action may be taken

e The academy permits reasonable and appropriate access to private social media sites at the
discretion of the Headteacher/Principal

Monitoring of Public Social Media

e As part of active social media engagement, it is considered good practice to pro-actively
monitor the Internet for public postings about the academy and the Trust

e Theacademy should effectively respond to social media comments made by others according
to a defined policy or process

The academy’s use of social media for professional purposes will be checked regularly by the Trust
and Online Safety Group to ensure compliance with the academy policies.

Unsuitable / inappropriate activities

The academy believes that the activities referred to in the following section would be
inappropriatein an academy context and that users, as defined below, should not engage in these
activitiesin or outside the academy when usingacademy equipment or systems. The academy
policy restricts usage as follows:

Acceptable
Acceptable at
certain times
Acceptable for
nominated users
Unacceptable
Unacceptable
and illegal

User Actions
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Users shall not visit
Internet sites, make,
post, download,
upload, data
transfer,
communicate or
pass on, material,
remarks, proposals
or comments that
contain or relate to:

Child sexual abuse images —The making,
production or distribution of indecent
images of children. Contrary to The
Protection of Children Act 1978

Grooming, incitement, arrangement or
facilitation of sexual acts against children
Contrary to the Sexual Offences Act 2003.

Possession of an extreme pornographic
image (grossly offensive, disgusting or
otherwise of an obscene character)
Contrary to the Criminal Justice and
Immigration Act 2008

criminally racist material in UK —to stir up
religious hatred (or hatred on the grounds
of sexual orientation) - contrary to the
Public Order Act 1986

pornography

promotion of any kind of discrimination

threatening behaviour, including
promotion of physical violence or mental
harm

any other information which may be
offensive to colleagues or breaches the
integrity of the ethos of the academy or
brings the academy into disrepute

Promotion of extremism or terrorism

Any other information which may be
offensive to colleagues or breaches the
integrity of the ethos of the academy or
brings the academy into disrepute
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Activities that might be classed as cyber-
crime under the Computer Misuse Act:

o Gaining unauthorised access to
school networks, data and files, through
the use of computers/devices

o Creating or propagating computer
viruses or other harmful files

o Revealing or publicising
confidential or proprietary information
(e.g. financial / personal information,
databases, computer / network access
codes and passwords)

o Disable/Impair/Disrupt network
functionality through the use of
computers/devices

o Using penetration testing
equipment (without relevant permission)

Using academy systemsto run a private business

Using systems, applications, websites or other mechanisms that
bypass the filtering or other safeguards employed by the
academy

Infringing copyright

Revealing or publicising confidential or proprietary information
(eg financial / personal information, databases, computer /
network access codes and passwords)

Creating or propagating computer viruses or other harmful files

Unfair usage (downloading / uploading large files that hinders
others in their use of the internet)

On-line gaming (educational)

On-line gaming (non educational)

On-line gambling

On-line shopping / commerce

File sharing

Use of social media

Use of messaging apps

Use of video broadcasting eg Youtube
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Responding to incidents of misuse

lllegal Incidents

If thereis any suspicion that the web site(s) concerned may contain child abuse images, or if there

is any other suspected illegal activity, refer to the right hand side of the Flowchart for responding
to online safety incidents and reportimmediately to the police.

- ™,
Online Safety Incident
l s S Y
llegal materials
[ Unsuitable materials ] or activities found
1 or suspected
Report to the person . B h 4
ponsible for Online . Report to Police using any number and report
. ] under local safeguarding arrangements.
1 DO NOT DELAY, if you have any concerns, report
. them immediately.
Iy ™,
If stafffwoluntesr or

1

child/young person,
review the incident

safeguarding procedures must

be followed where

appropriate.

and dE“dE upan the - Secure and preserve call
iq:lpm!:lnate EW-TSE of evademoe. e
action, applying strategy
sanctions where Remember do not e —
necessary investigate yourself.
.~ @@~ Do not view or take
i 1 possession of any
Ty Ty images/videos. Do
Debrief on online Record details in
safiety incident incident log ‘
- —u— . _,I\_ Await Police
| Review polices | Provide collated response
and share incident report —_
experiences and logs to relevant
practice as authority as Y
reguired. appropriate If no illegal If illegal activity or
v . activity or materials are
'\ A material is confirmed, allow
l‘ confirmed, then Police or relevant
| Implement changes | oz authority to
internal complete their
procedures. investigation and
1 seek advice from the
Monitor situation | relevant professional
|
NEI‘I}EE‘I Person is responsible I‘ur_ the child's In the case of 2 member of Staff o volinteer, it is
wellbmtg and as such Ehl:l.lll:! be mf.ormed of Ekely that a suspension will take place It the point
anything that places the child at risk, BUT —

of referral to police, whilst police and internal
procedures are being undertaken.
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Other Incidents
In the event of suspicion, all stepsin this procedure should be followed:

Have more than one senior member of staff / volunteerinvolved in this process. This is
vital to protectindividualsif accusations are subsequently reported.

Conduct the procedure using a designated computer that will not be used by youngpeople
and if necessary can be taken off site by the police should the need arise. Use the same
computer for the duration of the procedure.

Itisimportantto ensure that the relevant staff should have appropriate internetaccess to
conductthe procedure, but also that the sites and content visited are closely monitored
andrecorded (to provide further protection).

Record the URL of any site containing the alleged misuse and describe the nature of the
content causingconcern. It may also be necessaryto record and store screenshots of the
content on the machine being used for investigation. These may be printed, signed and
attached tothe form (except in the case of images of child sexual abuse — see below)
Once this has been completed and fully investigated the group will need to judge whether
this concern has substance or not. If it does then appropriateaction will be required and
couldinclude the following:

Internal response or discipline procedures

Involvement by the Trust, local authority or national /local organisation (as relevant).
Police involvement and/or action

If content beingreviewed includes images of Child abuse then the monitoringshould be
halted and referred to the Police immediately. Otherinstances to report to the police
wouldinclude:

incidents of ‘grooming’ behaviour

the sending of obscene materialsto a child

adult material which potentially breaches the Obscene Publications Act

criminally racist material

promotion of terrorism or extremism

other criminal conduct, activity or materialsincluding radicalisation

Isolate the computer in question as best you can. Any change to its state may hindera later
police investigation.

Academy Actions & Sanctions

The academy will need to agree sanctions with the Local Governing Body. The academy will need
to deal with incidents as soon as possiblein a proportionate manner ensuringthat members of the
academy community are aware thatincidents have been dealt with appropriately. Itis intended
thatincidents of misuse will be dealt with through normal behaviour/disciplinary procedures.
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Staff

Incidents:

Support Staff for action
Warning/Management
Instruction (informal)

Refer to line manager
Refer to Headteacher
re filtering etc

Principal
Disciplinary action

Refer to Trust/ HR
(formal)

Refer to Technical

Refer to Police

Deliberately accessingor trying to

access material that could be X X X X
considered illegal (see list in earlier

section on unsuitable /inappropriate

activities).

Inappropriate personal use of the X X X
internet / social media / personal

email

Unauthorised downloading or X X X

uploading offiles

Allowing others to access academy X X X X
network by sharing username and

passwords orattemptingto access or

accessing the academy network,

usinganother person’saccount

Careless use of personal data eg X | X X X
holdingortransferringdatainan
insecure manner

Deliberate actions to breach data X X X X X
protection or network security rules

Corrupting or destroyingthe data of X X X X
otherusers or causing deliberate
damage to hardware or software

Sendingan email, text or message X X X X
thatis regarded as offensive,
harassment or of a bullying nature
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Using personal email / social X X
networking/ instant messaging / text

messaging to carrying out digital

communications with students/

pupils

Actions which could compromisethe | X | X
staff member’s professional standing

Actions which could bringthe X X
academy into disrepute or breach the
integrity of the ethos of the academy

Using proxy sites or other means to X X
subvert the academy’s filtering

system

Accidentally accessing offensive or X X

pornographic material and failing to
report the incident

Deliberately accessingor trying to X X
access offensive or pornographic

material

Breachingcopyright or licensing X X
regulations

Continuedinfringements of the X X

above, following previous warnings
or sanctions

Signature
Headteacher

Signature
Chair of Governors

Links to Other Policies
e Data Protection & FOI Policy
e SafeguardingPolicy 2022
e Bullyingand Harassment Policy
e ComplaintsPolicy
e Staff Grievance Procedure

X X
X
X
X X
X X
X X X
X X
X
Date
Date
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e Disciplinary Procedures

e Statement of procedures for dealing with allegations of abuse against staff
e CodeofConduct

e Preventing Extremism and Radicalisation Policy
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APPENDIX 1: Staff (and Volunteer) Online safety and ICT Acceptable Use Agreement
Dereham Church Infantand Nursery Academy

New technologies have become integral to the lives of children and young peoplein today’s
society, both within academys / academies and in their lives outside academy. The internet and
otherdigital informationand communications technologies are powerful tools, which open up
new opportunities for everyone. These technologies can stimulate discussion, promote creativity
and stimulate awareness of context to promote effective learning. They also bring opportunities
for staff to be more creative and productive in their work. All usersshould have an entitlementto
safe access tothe internet and digital technologiesat all times.
This Acceptable Use Policy is intended to ensure:
e thatstaff and volunteers will be responsible users and stay safe while usingthe internet
and other communications technologies for educational, personaland recreational use.
e that academysystems and usersare protected from accidental or deliberate misuse that
could put the security of the systems and users at risk.
e thatstaff are protected from potential riskin their use of technology in their everyday
work.
The academy will try to ensure that staff and volunteers will have good access to digital
technology to enhance their work, to enhance learning opportunities for students / pupils learning
and will, in return, expect staff and volunteers to agree to be responsible users.

Acceptable Use Policy Agreement

| understandthat | must use academy systems in a responsible way, to ensure that there is no risk
to my safety or to the safety and security of the systems and other users. | recognise the value of
the use of digital technology for enhancinglearningand will ensure that students / pupils receive
opportunitiesto gain from the use of digital technology. | will, where possible, educate the young
peoplein my care in the safe use of digital technology and embed online safety in my work with
young people.

For my professional and personal safety:

e |understandthat the academy will monitor my use of the academy digital technology and
communications systems.

e | understandthattherulesset outinthis agreementalso applyto use of these
technologies (e.g. laptops, email, VLE etc.) out of academy, and to the transfer of personal
data (digital or paper based) out of academy.

e | understandthatthe academydigital technology systems are primarily intended for
educationaluse and that | will only use the systems for personal or recreational use within
the policiesand rules set down by the academy.

e | willnotdisclose my username or password to anyone else, nor will | try to use any other
person’s username and password. | understandthat | should not write down or storea
password where it is possible that someone may steal it.

e | willimmediatelyreportanyillegal,inappropriate or harmful material orincident, |
become aware of, to the appropriate person.

I will be professional in my communications and actions when using academy ICT systems:
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e | willnotaccess, copy, remove or otherwise alter any other user’s files, without their
express permission.

e | willcommunicate with othersin a professional manner, | will not use aggressive or
inappropriatelanguage and | appreciate that others may have different opinions.

e | willensurethatwhen | takeand / or publish images of others | will do so with their
permission and in accordance with the academy’s policy on the use of digital / video
images. | will not use my personal equipment to record these images, unless | have
permission to do so. Where these images are published (eg on the academy website / VLE)
it will not be possible to identify by name, or other personal information, those who are
featured.

e | willonlyuse social networkingsites in academy in accordance with the academy’s
policies.

e | willonlycommunicate with students/ pupils and parents/ carers usin g official academy
systems. Any such communication will be professional in tone and manner.

e | willnotengage inany on-line activity that may compromise my professional
responsibilities.

e The academyandthe Trust have the responsibility to provide safe and secure access to
technologies and ensure the smooth running of the academy:

e When | use my mobiledevices (laptops/tablets/ mobile phones/USB devices etc) in
academy, | will follow the rules set outin thisagreement, in the same way as if | was using
academy equipment. | will also followany additional rules set by the academy about such
use. | will ensure that any such devices are protected by up to date anti-virus software and
are free from viruses.

e | willnotuse personal email addresses on the academy ICT systems.

e | willnotopenany hyperlinks in emails or any attachments to emails, unless the source is
known and trusted, orif | have any concerns about the validity of the email (due to the risk
of the attachment containingviruses or other harmful programmes)

e | willensurethat my datais regularly backed up, in accordance with relevant academy
policies.

e | willnottry toupload, downloadoraccess any materials which are illegal (child sexual
abuseimages, criminally racist material, adult pornography covered by the Obscene
Publications Act) or inappropriate or may cause harm or distress to others. | will nottry to
use any programmes or software that might allow me to bypass the filtering / security
systems in place to prevent access to such materials.

e | willnottry (unless| have permission)to make large downloads or uploads that might take
up internet capacity and prevent other users from being able to carry out their work.

e | willnotinstall orattemptto install programmes of any type on a machine, or store
programmeson a computer, norwill | try to alter computer settings, unless thisis allowed
in academy policies.

e | willnotdisableorcause any damageto academyequipment, orthe equipment belonging
to others.

e | willonlytransport, hold, disclose or share personal informationabout myself or others, as
outlined inthe Trust Data Protection & FOI Policy (or other relevant policy). Where digital
personal datais transferred outside the secure local network, it must be encrypted. Paper
based Protected and Restricted data must be held in lockable storage.

e |understandthat data protection policy requires that any staff or student / pupil datato
which | have access, will be kept private and confidential, except when it is deemed
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necessary that | am required by law or by academy policy to disclose such informationto
an appropriate authority.
| willimmediately report any damage or faults involving equipment or software, however
this may have happened.

When using the internet in my professional capacity or for academy sanctioned personal use:

| will ensurethat| have permission to use the original work of othersin my own work
Where work is protected by copyright, | will not download or distribute copies (including
music and videos).

I understand that | am responsible for my actions in and out of the academy:

| understandthat this Acceptable Use Policy applies not only to my work and use of
academy digital technology equipmentin academy, but also applies to my use of academy
systems and equipment off the premises and my use of personal equipment on the
premises orin situations related to my employment bythe academy

| understandthatifl fail to comply with this Acceptable Use Policy Agreement, | could be
subject to disciplinary action. Thiscouldinclude a warning, a suspension, referral to the
Trust or the Local Authorityand in the event of illegal activities the involvement of the
police.

| have read and understandthe above and agree to use the academy digital technology
systems (both inand out of academy) and my own devices (in academy and when carrying
out communications related to the academy) within these guidelines.

User Signature
| agree to follow this code of conduct and to support the safe use of ICT throughout the academy.

FUIL NAME: oo see e sesereesseesessees oo ase e sssssnenssssneenens (PLEASE PRINT)

JOB BItIO: e ettt e et

SIBNAtUIE: ... s
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APPENDIX 2: Online safety and ICT Acceptable Use Agreement for Parents/Carers

Parent’s/Carer’s name: (PLEASE PRINT)
Child’s name: Year and Class:
Child’s name: Year and Class:

As the parent/carer of the above child(ren), | grant permission for my child(ren) to have
access to use the Internet, the Virtual Learning Environment, academy email and other ICT
facilities at Dereham Church Infant and Nursery Academy

| know that my daughter or son has signed a form to confirm that they will keep to the

academy’s rules for responsible ICT use, outlined in the online safety and ICT Acceptable Use Rules
for Children. |l also understand that my son/daughter may be informed, if the rules have to be
changed duringthe year. | know that the latest copy of the online safety and ICT Acceptable Use
Policy and the Rules are available on the academy’s website Dereham Church Of England Infant and
Nursery Academy - Dereham, Norfolk, UK and that further advice about safe use of the Internet can be
found through our links on the website.

| accept that ultimately the academy cannot be held responsible for the nature and content of
materials accessed through the Internet and mobile technologies, but lunderstand that the
academy will take every reasonable precautionto keep children safe and to prevent children
from accessing inappropriate materials. These stepsinclude usinga filtered internet service,
secure access to email, employing appropriate teaching practice and teaching online safety skills
to children.

| understandthat the academy can check my child’s computer files, and the Internet sites they
visit. | also know that the academy may contact me if there are concerns about my son/

daughter’s online safety or e-behaviour.

| will support the academy by promoting safe use of the Internet and digital technology at home
and will inform the academy if | have any concerns over my child’s online safety.

Parent’s signature: Date:
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APPENDIX 3: Student / Pupil Acceptable Use Policy Agreement Template — for younger pupils
(Foundation / KS1)
This is how we stay safe when we use computers:

e | willask a teacher or suitable adultif| want to use the computers/ tablets

e | willonlyuse activities that a teacher or suitable adult has told or allowed me to use

e | will take care of the computer and other equipment

e | willask for help from a teacheror suitable adultifl am not sure what to do or if | think|

have done somethingwrong
e | willtell a teacheror suitable adultifl see somethingthat upsets me on the screen
e | knowthatif | break the rules | might not be allowed to use a computer/ tablet

Signed (child):

Signed (parent):
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Appendix 6: Community Users Acceptable Use Agreement

This Acceptable Use Agreement isintended to ensure:

that community users of academy digital technologies will be responsibleusers and stay
safe while using these systems and devices

that academy systems, devices and users are protected from accidental or deliberate
misuse that could put the security of the systems and users at risk.

that users are protected from potential risk in their use of these systems and devices

Acceptable Use Agreement

| understandthat | must use academy systems and devices in a responsible way, to ensure that
there is norisk to my safety or to the safety and security of the systems, devices and other users.
This agreement will also apply to any personal devices that | bringinto the academy:

| understand that my use of academy) systems and devices and digital communications
will be monitored

| will not use a personal devicethat | have broughtinto academy for any activity that would
be inappropriatein a academy setting.

| will not try to upload, download or access any materials which are illegal (child sexual
abuseimages, criminally racist material, adult pornography covered by the Obscene
Publications Act) or inappropriate or may cause harm or distress to others. | will nottry to
use any programmes or software that might allow me to bypass the filtering / security
systems in place to prevent access to such materials.

| willimmediately reportanyillegal, inappropriate or harmful material orincident, |
become aware of, to the appropriate person.

| will not access, copy, remove or otherwise alter any other user’s files, without permission.
| will ensure thatif | take and / or publish images of others | will only do so with their
permission. [ will not use my personal equipment to record these images, without
permission. Ifimages are published it will not be possible toidentify by name, or other
personalinformation, those who are featured.

| will not publish or share any information I have obtained whilstin the academy on any
personal website, social networkingsite or through any other means, unless | have
permission fromthe academy.

| will not, without permission, make large downloadsor uploads that might take up
internet capacity and prevent other users from beingable to carry out their work.

| will notinstall orattempt to install programmes of any type on a academy device, nor will
| try to alter computer settings, unless | have permission to do so.

| will not disable or cause any damageto academyequipment, orthe equipment belonging
to others.

| willimmediately report any damage or faults involving equipment or software, however
this may have happened.

| will ensure that | have permission to use the original work of othersin my own work
Where work is protected by copyright, | will not download or distribute copies (including
music and videos).

| understandthatifl fail to comply with this Acceptable Use Agreement,the academy has
the right to remove my access to academy systems / devices
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| haveread and understandthe above and agree to use the academy digital technology systems
(both inand out of academy) and my own devices (in academy and when carrying out
communicationsrelatedto the academy) within these guidelines.

Name:
Signed:
Date:
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Appendix 7: Academy Policy Template: Electronic Devices-Searching & Deleting

Introduction

The changingface of information technologies and everincreasing pupil / student use of these
technologies has meant that the Education Acts have had to changein an attempt to keep pace.
Within Part 2 of the Education Act 2011 (Discipline) there have been changes to the powers
afforded to academy’s by statute to search pupilsin orderto maintain disciplineand ensure
safety. Academies are required to ensure they have updated policies which take these changes
into account. No such policy can on its own guarantee that the academy will not face legal
challenge, but havinga robust policy which takes account of the Act and applyingitin practice will
however help to provide the academy with justification for what it does.

The particularchanges we deal with here are the added power to search for items ‘banned under
the academy rules’ and the power to ‘delete data’ stored on seized electronicdevices.

Items banned under the academy rules are determined and publicised by the Headteacher
(section 89 Education and Inspections Act 1996).

An item banned bythe academy rules may only be searched for under these new powers if it has
been identified in the academy rules as an item that can be searched for. It is therefore important
thatthere is a academy policy which sets out clearly and unambiguously the items which:

e arebannedunderthe academyrules; and

e arebanned ANDcan be searched for by authorised academy staff

The act allows authorised persons to examine data on electronicdevices if they think thereis a
good reason to do so. In determininga ‘good reason’ to examine or erase the data or files the
authorised staff member must reasonably suspect that the data or file on the device in question
has been, or could be, used to cause harm, to disrupt teachingor could breakthe academy rules.
Followingan examination, ifthe person has decided to return the device to the owner, or to retain
or dispose of it, they may erase any data or files, if they think thereis a good reason to do so.

The Head Teacher/ Principal must publicise the academy behaviour policy, in writing, to staff,
parents/ carers and students / pupils at least once a year. (There should therefore be clear links
between the search etc. policy and the behaviour policy).

DfE advice on these sections of the Education Act 2011 can be found in the document:

“Screening, searching and confiscation —Advice for head teachers, staff and governing bodies”
(2014 and updated January 2018)
http://www.education.gov.uk/academys/pupilsupport/behaviour/behaviourpolicies/f0076897/scr
eening-searching-and-confiscation

It is recommended that Headteachers/ Principals (and, at the least, other senior leaders) should
be familiar with this guidance.
Relevant legislation:

e Education Act 1996

e Educationand Inspections Act 2006

e Education Act 2011 Part 2 (Discipline)

e The Academy Behaviour (Determinationand Publicising of Measures in Academies)

Regulations 2012
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e Healthand Safety at Work etc. Act 1974

e Obscene Publications Act 1959

e Children Act 1989

e Human Rights Act 1998

e Computer Misuse Act 1990
Thisis not a full list of Acts involved in the formation of this advice. Furtherinformation about
relevant legislation can be found via the above link to the DfE advice document.

Responsibilities

The Headteacher/ Principal is responsible for ensuringthat the academy policies reflect the
requirements contained within the relevant legislation. The formulation of these policies may be
delegated to other individualsor groups. The policies will normally be taken to Governors for
approval. The Headteacher/Principal will need to authorise those staff who are allowed to carry
out searches.

This policy has been written by and will be reviewed by: [insert relevant names / roles / group]

The Headteacher/ Principal has authorised the following members of staff to carry out searches
for and of electronic devices and the deletion of data / files on those devices: (the policy should
here list those staff / roles given such authority. A Headteacher / Principal may choose to
authorise all staff willingto be authorised, but should consider training needsin making this
decision).
The Headteacher/ Principal may authorise other staff members in writingin advance of any
search they may undertake, subject to appropriate training.
Members of staff (other than Security Staff) cannot be required to carry out such searches. They
can each choose whether or not they wish to be an authorised member of staff.
Training / Awareness
It is essential that all staff should be made aware of and should implement the academy’s policy.
Members of staff should be made aware of the academy’s policy on "Electronicdevices —
searchingand deletion":

e atinduction

e atregularupdatingsessionsonthe academy’s online safety policy

Members of staff authorised by the Headteacher/ Principal to carry out searches for and of
electronicdevices and to access and delete data / files from those devices should receive training
thatis specificand relevant to thisrole.

Specific trainingis required for those staff who may need to judge whether material thatis
accessed is inappropriate orillegal.

Policy Statements

Search:

The academy Behaviour Policy refers to the policy regarding searches with and without consent
for the wide range of items covered within the Education Act 2011 and liststhose items. This
policy refers only to the searchingfor and of electronic devices and the deletion of data / fileson
those devices.
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The academy will already have a policy relatingto whether or not mobile phones and other
electronicdevices are banned, or are allowed only within certain conditions. The academy should
therefore considerincluding one of the following statements in the policy:

Pupils/students are not allowed to bring mobile phones or other personal electronic devices to
academy or use them in the academy.

If pupils / students breach theseroles:
The sanctions for breakingthese rules can be found in the behaviour policy.
Authorised staff (defined in the responsibilities section above) have the right to search for such
electronicdevices where they reasonably suspect that the data or file on the device in question
has been, or could be, used to cause harm, to disrupt teaching or break the academy rules.
e Searching with consent - Authorised staff may search with the pupil’s consent forany item
e Searching without consent - Authorised staff may only search without the pupil’s consent
for anything which is either ‘prohibited’ (as defined in Section 550AA of the Education Act
1996) or appearsinthe academyrules as anitem which is banned and may be searched for

In carrying out the search:

The authorised member of staff must have reasonable grounds for suspectingthat a student /
pupilisin possession of a prohibiteditemi.e.an item banned by the academy rules and which can
be searched for. (Whether there are ‘reasonable grounds’ is a matter decided on by reference to
the circumstances witnessed by, or reported to, someone who is authorised and who exercises
properly informed professional judgment and has received appropriate training).

The authorised member of staff should take reasonable steps to check the ownership of the
mobile phone / personal electronicdevice before carrying out a search. (The powers included in
the Education Act do not extend to devices owned (or mislaid) by other parties e.g. a visiting
parent or contractor, only to devicesin the possession of pupils / students.)

The authorised member of staff should take care that, where possible, searches should not take
place in publicplaces e.g. an occupied classroom, which might be considered as exploiting the
student / pupil being searched.

The authorised member of staff carrying out the search must be the same gender as the student /
pupil beingsearched; and there must be a witness (also a staff member) and, if at all possible, they
too should be the same gender as the student/ pupil beingsearched.

There is a limited exception to thisrule: Authorised staff can carry out a search of a student / pupil
of the opposite genderincludingwithouta witness present, but only where you reasonably
believe that there is a risk that serious harm will be caused to a person if you do not conduct the
search immediately and whereit is not reasonably practicableto summon another member of
staff.

Extent of the search:
The person conducting the search may not require the student/ pupilto remove any clothing
otherthan outer clothing.

Outer clothing means clothingthatis not worn next to the skin or immediately over a garment
thatis beingworn as underwear (outer clothingincludes hats; shoes; boots; coat; blazer; jacket;
gloves and scarves).
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‘Possessions’ means any goods over which the student / pupil has or appears to have control —this
includes desks, lockers and bags. (academys will need to take account of their normal policies
regarding religious garments / headwear and may wish to refer toit in this policy)

A student’s / pupil’s possessions can only be searched in the presence of the student / pupiland
another member of staff, except where there is a risk that serious harm will be caused to a person
if the search is not conducted immediately and where it is not reasonably practicable to summon
another member of staff.

The powerto search without consent enables a personal search, involving removal of outer
clothingand searching of pockets; but notanintimate search going further than that, which onlya
person with more extensive powers (e.g. a police officer) can do.

Use of Force — force cannot be used to search without consent foritems banned under the
academy rules regardless of whether the rules say anitem can be searched for.

Electronic devices

An authorised member of staff finding an electronic device may access and examine any data or
files on the device if they think there is a good reason to do so (i.e. the staff member must
reasonably suspect that the data orfile on the device in question has been, or could be, used to
cause harm, to disrupt teachingor break the academy rules).

The examination of the data / files on the device should go only as far as is reasonably necessary
to establish the facts of the incident. Any further intrusive examination of personal data may leave
the academy open to legal challenge. Itisimportantthatauthorised staff should have trainingand
sufficient knowledge of electronic devices and data storage.
If inappropriate material isfound on the device it is up to the authorised member of staff to
decide whether they should delete that material, retainit as evidence (of a criminal offence or a
breach of academy discipline) or whetherthe material is of such seriousness that it requires the
involvement of the police. Examples of illegal activity would include:

e child sexual abuseimages (includingimages of one child held by another child)

e adult material which potentially breaches the Obscene Publications Act

e criminallyracist material

e othercriminal conduct, activity or materials

Members of staff may require supportinjudgingwhether the material isinappropriate orillegal.
One or more Senior Leaders should receive additional trainingto assist with these decisions. Care
should be taken not to delete material that might be required in a potential criminal investigation.
The academy should also consider their duty of care responsibility in relation to those staff who
may access disturbingimages or otherinappropriate material whilst undertaking a search. Seeing
such material can be most upsetting. There should be arrangementsin place to support such staff.
The academy may wish to add further detail about these arrangements.

Deletion of Data
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Followingan examination of an electronicdevice, if the authorised member of staff has decided to
return the device to the owner, or to retain or dispose of it, they may erase any data or files, if
they thinkthereis a good reason to do so. (i.e. the staff member must reasonably suspect that the
data or file on the device in question has been, or could be, used to cause harm, to disrupt
teachingor break the academy rules).

If inappropriate material isfound on the device, it is up to the authorised member of staff to
decide whether they should delete that material, retainit as evidence (of a possible criminal
offence or a breach of academy discipline) or whether the material is of such seriousness that it
requires the involvement of the police.

A record should be kept of the reasons for the deletion of data / files. (DfE guidance states and
otherlegal advice recommends thatthereis no legal reason to do this, best practice suggests that
the academy can refer to relevant documentation created at the time of any search or data
deletion in the event of a pupil /student, parental or other interested party complaint or legal
challenge. Records will also help the academy to review online safety incidents, learn from what
has happened and adaptand report on application of policies as necessary).

Care of Confiscated Devices

Academy staffare reminded of the need to ensure the safe keeping of confiscated devices, to
avoid therisk of compensation claims for damage / loss of such devices (particularly given the
possible high value of some of these devices).

The academy may wish to add a disclaimer to the relevant section of the Behaviour Policy which
may assistin covering the academy against damage / loss claims.

Audit / Monitoring / Reporting / Review
The responsible person will ensure that full records are kept of incidents involving the searching
for and of mobile phones and electronicdevices and the deletion of data / files.

These records will be reviewed by Mrs Chloe Cole and the Deputy DSL’s at regular intervals termly.
This policy will be reviewed by the head teacher and governorsannuallyandinresponse to
changes in guidance and evidence gained from the records.

The academy is required is publish its Behaviour Policy to parents annually (including on its
website) — the Behaviour Policy should be cross referenced with this policy on search and deletion.
DfE guidance can be found at: https://www.gov.uk/government/publications/searching-
screening-and-confiscation

APPENDIX 8: Social Media Policy Template

Scope
This policyis subject to the academy’s Codes of Conduct and Online safety and Acceptable Use of
ICT Agreements.
This policy:
e Appliestoall staff and to all online communications which directly or indirectly, represent
the academy.
e Appliestosuch online communications posted at any time and from anywhere.
e Encouragesthe safe andresponsibleuse of social media through trainingand education
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The academy respects privacy and understands that staff and pupils/students may use social
media forums in their private lives. However, personal communications likely to have a negative
impact on professional standards and/or the academy’s reputation are within the scope of this

policy.

Professional communications are those made through official channels, posted on a academy
accountor using the academy name. All professional communicationsare within the scope of this
policy.

Personal communications are those made via a personal social media accounts. In all cases, where
a personal accountis used which associates itself with the academy or impacts on the academy, it
must be made clear that the member of staff is not communicating on behalf of the academy with
an appropriate disclaimer. Such personal communications are within the scope of this policy.

Personal communications which do not refer to or impact upon the academy are outside the
scope of this policy.

Digital communications with pupils/students are also considered. Staff may use social media to
communicate with learners via a academy social media account for teachingand learning
purposes but must consider whether thisis appropriate and considerthe potentialimplications.

Organisational control

Roles & Responsibilities
SLT:
e Facilitatingtrainingand guidance on Social Media use.
e Developingandimplementingthe Social Media policy
e Takinga leadrolein investigatinganyreported incidents.
e Makinganinitial assessment when anincidentis reported and involvingappropriate staff
and external agencies as required.
e Receive completed applications for Social Media accounts
e Approveaccountcreation

Administrator / Moderator:
e Createthe accountfollowingSLT approval
e Store account details, including passwords securely
e Beinvolvedin monitoringand contributingto the account
e Controlthe processfor managingan account after the lead staff member hasleft the
organisation (closingortransferring)

e Know the contents of and ensure that any use of social media is carried out in line with this
and otherrelevant policies
e Attendingappropriate training
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e Regularly monitoring, updatingand managing content he/she has posted via academy
accounts

e Addinganappropriate disclaimer to personal accounts when namingthe academy

Process for creating new accounts
The academy community is encouraged to consider if a social media account will help them in
their work, e.g. a history department Twitter account, ora “Friends of the academy” Facebook
page. Anyone wishingto create such an account must present a business case to the Academy
Leadership Team which covers the following points:-

e Theaimof theaccount

e Theintendedaudience

e How theaccount will be promoted

e  Whowill runthe account (at least two staff members should be named)

e Willthe account be open or private/closed

Following consideration by the SLT an application will be approved or rejected. In all cases, the SLT
must be satisfied that anyone runninga social media account on behalf of the academy hasread
and understood this policy and received appropriate training. This also appliesto anyone who is
not directly employed by the academy, including volunteers or parents.

Monitoring

Academy accounts must be monitored regularly and frequently (preferably 7 days a week,
including during holidays). Any comments, queries or complaints made through those accounts
must be responded to within 24 hours (or on the next working day if received at a weekend) even
if the responseis only to acknowledge receipt. Regular monitoringand interventionis essential in
case a situation arises where bullyingorany otherinappropriate behaviour arises on a academy
social media account.

Behaviour

e The academyrequiresthatall users usingsocial media adhere to the standard of behaviour
as set outin this policyand other relevant policies.

e Digital communications by staff must be professionaland respectful atall times andin
accordance with this policy. Staff will not use social media to infringe on the rights and
privacy of others or make ill-considered comments or judgments about staff. Academy
social media accounts must not be used for personal gain. Staff must ensure that
confidentiality is maintained on social media even after they leave the employment of the
academy.

e Users mustdeclare who theyare in social media posts or accounts. Anonymous posts are
discouraged inrelation to academy activity.

e If ajournalistmakes contact about posts made usingsocial media staff must follow the
academy media policy before responding.

e Unacceptable conduct, (e.g. defamatory, discriminatory, offensive, harassingcontentora
breach of data protection, confidentiality, copyright) will be considered extremely seriously
by the academy and will be reported as soon as possibleto a relevant senior member of
staff, and escalated where appropriate.
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e The use of social media by staff while at work may be monitored, in line with academy
policies. The academy permits reasonable and appropriate access to private social media
sites. However, where excessive use is suspected, and considered to be interfering with
relevant duties, disciplinary action may be taken

e The academy will take appropriate action in the event of breaches of the social media
policy. Where conduct is found to be unacceptable, the academy will deal with the matter
internally. Where conductis considered illegal, the academy will report the matterto the
police and otherrelevant external agencies, and may take action according to the
disciplinary policy.

Legal considerations

e Users of social media should consider the copyright of the content they are sharingand,
where necessary, should seek permission from the copyright holder before sharing.

e Users mustensure thattheiruse of social media does not infringe upon relevant data
protection laws, or breach confidentiality.

e Handlingabuse

e Whenacting on behalfofthe academy, handle offensive comments swiftly and with
sensitivity.

e If a conversation turnsand becomes offensive or unacceptable, academy users should
block, report or delete other users or their comments/posts and shouldinform the
audience exactly why the action was taken

e If youfeel thatyou or someone else is subject to abuse by colleagues through use of a
social networkingsite, then this action must be reported usingthe agreed academy
protocols.

Tone

The tone of content published on social media should be appropriate to the audience, whilst
retaining appropriate levels of professional standards. Key words to consider when composing
messages are:

e Engaging

e Conversational

e Informative

e Friendly(on certain platforms, e.g. Facebook)

Use of images
Academy use of images can be assumed to be acceptable, providingthe following guidelinesare
strictlyadhered to.

e Permissionto use any photosorvideo recordings should be soughtin line with the
academy’s digital and video images policy. If anyone, for any reason, asks not to be
filmed or photographed then their wishes should be respected.

e Underno circumstances should staff share or upload student pictures online other than
via academy owned social media accounts

e Staff should exercise their professional judgement about whetheranimageis
appropriate to share on academy social media accounts. Students should be
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appropriately dressed, not be subject to ridicule and must not be on any academy list
of children whose images must not be published.

e If a member of staff inadvertently takes a compromising picture which could be
misconstrued or misused, they must delete it immediately.

Personal use
Staff:

e Personal communications are those made via a personal social media accounts. In all cases,
where a personal account is used which associates itself with the academy or impacts on
the academy, it must be made clear that the member of staff is not communicatingon
behalf of the academy with an appropriate disclaimer. Such personal communications are
within the scope of this policy.

e Personal communications which do notrefer to or impact upon the academy are outside
the scope of this policy.

e Where excessive personal use of social media in academy is suspected, and considered to
be interfering with relevant duties, disciplinary action may be taken

e The academy permits reasonable and appropriate access to private social media sites.

Pupil/Students:

e Staff are not permitted to follow or engage with current or prior pupils/students of the
academy on any personal social media network account.

e Theacademy’s education programme should enable the pupils/students to be safe and
responsible users of social media.

e Pupils/students are encouraged to comment or post appropriately about the academy. Any
offensive or inappropriate comments will be resolved by the use of the academy’s
behaviour policy

Parents/Carers:

e If parents/carers have access to a academy learning platform where posting or
commentingis enabled, parents/carers will be informed about acceptable use.

e The academy has an active parent/carer education programme which supports the safe
and positive use of social media. Thisincludesinformation on the website.

e Parents/Carersare encouraged to comment or post appropriately about the academy. In
the event of any offensive or inappropriate comments being made, the academy will ask
the parent/carerto remove the post and invite them to discuss the issuesin person. If
necessary, refer parents to the academy’s complaints procedures.

Monitoring posts about the academy
e As partof active social media engagement, it is considered good practice to pro-actively
monitor the Internet for public postings about the academy.
e The academyshould effectively respond to social media comments made by others
according to a defined policy or process.

Appendix
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Managingyour personal use of Social Media:

“Nothing” on social mediais truly private

Social media can blurthelines between your professional and private life. Don’t use the
academy logo and/or brandingon personal accounts

Check your settings regularly and test your privacy

Keep an eye on your digital footprint

Keep your personal information private

Regularly review your connections —keep them to those you want to be connected to
When postingonline consider; Scale, Audience and Permanency of what you post

If you want to criticise, do it politely

Take control of yourimages — do you want to be tagged in an image? What would children
or parents say about you if they could see yourimages?

Know how to reporta problem

Managing academy social media accounts

The DO’s

Check with a seniorleader before publishing content that may have controversial
implicationsforthe academy

Use a disclaimer when expressing personal views

Make it clear who is posting content

Use an appropriate and professionaltone

Be respectful to all parties

Ensure you have permission to ‘share’ other peoples’ materials and acknowledge the
author

Express opinions butdo soina balanced and measured manner

Think before respondingto comments and, whenin doubt, get a second opinion
Seek advice and report any mistakes using the academy’s reporting process
Consider turning off tagging people in images where possible

The Don’ts

Don’t make comments, post content or linkto materials that will bringthe academy into
disrepute

Don’t publish confidential or commercially sensitive material

Don’t breach copyright, data protection or other relevant legislation

Considerthe appropriateness of content for any audience of academy accounts, and don’t
linkto, embed or add potentially inappropriate content

Don’t post derogatory, defamatory, offensive, harassing or discriminatory content

Don’t use social media to air internal grievances
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APPENDIX 9: Trust Password Policy
Version Control

Number Description & Date Author/Reviewer

0.1 Final - July 2020 RH (RM)

Introduction

Passwords help protect our data and systems. However, they are just part of what prevents
hackers gainingaccess to systems. In designingthis policy, we have reviewed National Cyber
Security Centre Password Guidance:

https://www.ncsc.gov.uk/collection/passwords/updating-your-approach

In particular, the paragraph:

Don't enforce regular password expiry

Regular password changing harms rather than improves security. Many systems will force users to change their
password at regular intervals, typically every 30, 60 or 90 days. This imposes burdens on the user and there are costs
associated with recovering accounts.

Forcing password expiry carries no real benefits because:

the user is likely to choose new passwords that are only minor variations of the old

stolen passwords are generally exploited immediately

resetting the password gives you no information about whether a compromise has occurred

an attacker with access to the account will probably also receive the request to reset the password

if compromised via insecure storage, the attacker will be able to find the new password in the same place

Instead of forcing expiry, you should counterthe illicit use of compromised passwords by:

ensuring an effective movers/leavers process is in place
e qgutomatically locking out inactive accounts
e monitoring logins for suspicious behaviour (such as unusual login times, logins using new devices)
e encouraging usersto report when something is suspicious

You can also mitigate the risk of compromised accounts by using MFA, which will make a compromised password less
useful to an attacker. Some MFA methods (such as SMS or email notifications) can even warn the user that they have
been compromised, as they will receive a code when they did not request it. If you are using this form of MFA, you
should encourage users to report this behaviour through your training.

Trust Core policy

With regards to the National Cyber Security Centre guidance, we use RM Unify (Single Sign on) and
MFA (Multi Factor Authentication) to help protect access to Microsoft Office 365.

Please see Appendix 1— RM Unify Password Policy below. This includes the RM Unify password
complexity rules.

Trust Online Safety Policy Page 43 of 45


https://www.ncsc.gov.uk/collection/passwords/updating-your-approach

Appendix 1:

RM Unify Password Policy (updated Feb 2020) Please see link below for current version.

https://rmi.rmplc.net/Support/TechnicalArticle.asp?cref=TEC5943089

Foreword

When logging on to RM Unify, the user provides a password to verify their identity. It is important for the password to
be hard for others to guess, but easy for the user to remember. Based on a recent analysis, looking at six million leaked
passwords (obtained by hackers targeting various large Internet companies), over 99.8% occur in the top 10,000
common password list, with 91% in the top 1000 list. The main takeaway from this is that end users repeatedly choose
passwords that are easy for a hacker to guess, in spite of today's password policies.

Heuristics, not composition rules

Composition rules are the traditional approach to ensure that a user sets a good quality password. For example: two
lower case characters, one upper case, one symbol, and a maximum password length of 16 characters. Composition
rules give a false sense of security, for example P@55word is a common, easy to guess password that is accepted by
many traditional password policies. Following guidance of the UK and US government security agencies, RM Unify takes
a different approach. Based on an open source research project from Dropbox.com, we use real world heuristics from
hacker techniques to determine how strong a user's password is. RM Unify uses a password strength checker that, in
seconds, can calculate a password's 'crackability'. This takes into account:

Top 10,000 commonly used passwords

Common dictionary words

Common names in multiple languages

'L33t' substitution, e.g., 3 for e, 4 fora, S for s, @ for a
Keyboard spatial patterns, e.g., qwerty, 54321, zxcvbn

By deciding how 'crackable' a password is, RM Unify can ensure that your users' passwords meeta minimum threshold,
making your passwords harder to guess.

Doesthismean that passwords need tobe longand hard toremember?

A hard to guess password does not mean that it needs to be hard to remember. It is true that longer passwords are
generally harder to crack, but short passwords can also be strong. A passphrase would be ideal, but another approach is
to choose two uncommon words and separate them with a space or symbol, for example, 'jade_walk' or 'clap cow' (we
recommend you do not use these as actual passwords).

Scenariosfor passwordchanges

e  When a user changes their own password through RM Unify
The Change Password page gives instant feedback on the strength of the password and will not allow the
password if it is weak (i.e. easily 'crackable'). This real-time feedback to the user on the quality of their
password encourages less predictable passwords and aims to help educate users on good password hygiene.

e Passwordssynced to the cloud from RM Unify Network Agent or RM Unify AD Sync
When RM Unify receives a password change in the cloud via the RM Unify Network Agent, it is evaluated using
our password policies. If the password is less than four characters long and does not meet the policies, this
will be shown in the User Audit in Management Console and the user's password will not be updated in RM
Unify. This will result in the local AD and RM Unify passwords being out of sync.

RM Unify accepts passwords received from RM Unify AD Sync as long as the password meets the local
network password policy.

RM Unify has sophisticated safeguards to detect multiple attempts to guess a password and to prevent

Trust Online Safety Policy Page 44 of 45


https://rmi.rmplc.net/Support/TechnicalArticle.asp?cref=TEC5943089

unauthorised access. However, itis also good practice for schools to assess their own local network password
policy when syncing accounts to any cloud service, not just when syncing to RM Unify.

e  User passwords set by an RM Unify privileged user
Where an RM Unify privileged user (RM Unify Super Admin, RM Unify Password Admin or RM Unify user
with the Teaching Staff role) is changing an other user's password, the heuristics based rules are not
applied. In these scenarios it is assumed that the privileged useris aware of the need for complex and secure
passwords, and so feedback on the complexity requirements is of less concern, and the password will be
changed at next logon. The only limitation is that the password chosen by the privileged must be at least four
characters long and the 'User must change their password' box is ticked by default.

What control dol have asan RM Unify Super Admin?

At this point in time, RM have decided what the acceptable thresholds will be for each of the user types. We have set
the bar for students slightly lower than other user types, as we understand that this class of user typically has less
ability to remember long passwords and also has limited access to sensitive data.

In the future, RM plan to make the complexity thresholds configurable for each establishment. This would allow RM
Unify Super Admins to set the bar differently for each userrole. We recommend that you keep an eye on the RM Unify
roadmap for when this functionality is released.

What if you really wantto use compositionrules?
We are sorry, but RM Unify cannot enforce composition rule based password policies. The UK Government and the
entire tech industry alike have agreed that heuristic based policies, like those in action in RM Unify, are best practice.

Moreinformation

NIST is the US government's National Institute for Standards and Technology and is the world authority on
authentication best practice. For more information on their recommendation to eschew composition rules, see section
5.1.1.2: https://pages.nist.gov/800-63-3/sp800-63b.html#memorized-secret-verifiers.

The UK's National Cyber Security Centre (NCSC) provides further information on why it now advises against forcing
regular password expiry:
https://www.ncsc.gov.uk/articles/problems-forcing-regular-password-expiry

For more information on the approach we use, we recommend watching this presentation from Dan Wheeler
(Dropbox): https://www.usenix.org/conference/usenixsecurityl6/technical-sessions/presentation/wheeler.

To have a play with the Zxcvbn approach and see how it classifies different passwords, try the test site here:
https://lowe.github.io/tryzxcvbn/
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